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Abstract 

This  paper  is  taken  from  the  Final  report  ofLTSS  SAS-017  on  Human  Behaviour  Representation  It  gives  an 
overview  on  the  different  applications  of  HBR.  It  starts  with  the  new  military  environment.  Based  on  this 
description  the  applications  in  the  areas  of  Instruction,  Training  and  Exercise,  Defense  Planning,  Acquisi¬ 
tion  and  Support  to  Operations  are  described.  A  summary  on  the  importance  of  HBR  is  given  at  the  end. 


1  Future  Military  Environment 

General.  To  accurately  determine  future  military  requirements  NATO’s  missions  must  be  considered  within 
the  context  of  the  predicted  future  security  environment.  Even  though  the  security  conditions  have  greatly 
improved  after  the  end  of  Cold  War,  there  are  still  residual  risks  to  the  Alliance.  Therefore  NATO’s  first 
mission  is  still  Article  5  Operations.  These  situations  comprise  all  potential  threats  and  risks  of  armed  at¬ 
tack  against  one  or  more  NATO  members.  Such  situations  can  range  from  relatively  small  sub-regional 
problems  to  threats  involving  more  than  one  NATO  Strategic  Commander’s  (SC’s)  area  of  responsibility 
(AOR).  Large  scale  Article  5  Operations  on  this  scale  are  only  considered  to  be  possible  after  an  extended 
build-up. 

In  addition  new  risks  have  emerged  and  more  can  be  expected.  It  is  not  possible  to  predict  either  the  time  or 
the  place  these  risks  may  break  out  into  future  conflict.  Therefore  the  future  environment  will  be  character¬ 
ised  by  variety  and  uncertainty.  Geopolitical  changes  since  the  end  of  the  Cold  War  is  forcing  NATO  to  look 
well  beyond  its  traditional  area  of  responsibility.  The  focus  of  geo-strategic  analysis  must  be  re-oriented  to 
include  all  areas  where  NATO  forces  might  be  deployed.  Potential  crisis  regions,  their  security  impact  on 
Alliance  nations  and  routes  to  these  nations  are  therefore  of  direct  interest  to  NATO.  These  missions  are 
called  Crisis  Response  Operations  (CRO). 

CRO  operations  are  composed  of 

•  Peace  Support  Operations  (PSO)  and 

•  Other  Security  Interests  (OSI). 

The  following  sections  cover  all  the  different  types  of  CROs  NATO  may  be  involved  in  the  future. 

Peace  Support  Operations:  PSO  are  multi-functional  operations  conducted  impartially  in  support  of  a 
UN/OSCE  mandate  involving  military  forces  and  diplomatic  and  humanitarian  agencies  and  are  designed  to 
achieve  a  long  term  political  settlement  or  other  conditions  specified  in  the  mandate.  They  include  peace¬ 
keeping  and  peace  enforcement  as  well  as  conflict  prevention,  peacemaking,  peace  building  and  humanitar¬ 
ian  operations. 
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OSI:  Potential  threats  to  Alliance  vital  interests  can  result  from  a  number  of  causes.  Such  risks  are  not  geo¬ 
graphically  limited  to  areas  in  the  areas  contiguous  and  peripheral  to  NATO  territory.  These  include: 

(1)  Military  significant  violation  of  anus  control  treaty  obligations,  including  non-proliferation 
agreements. 

(2)  Threat  to  use  military  force,  including  coercion. 

(3)  Acts  of  terrorism  or  sabotage  affecting  Alliance  territory. 

(4)  Disruption  of  economic  lifelines,  lines  of  communication,  public  service  infrastructure  by 
blockade,  sabotage  or  other  use  of  force. 

(5)  Border  violations  and  incursions  as  well  as  hostile  violations  of  Alliance  territorial  waters  and 
airspace. 

(6)  Missile  or  aircraft  attack  against  Alliance  members. 

(7)  Spill  over  of  conflict  from  beyond  NATO’s  Area  of  Responsibility  (AOR). 

(8)  Armed  attack  against  forces,  vessels  or  aircraft  of  any  NATO  member  in  NATO’s  AOR  or 
beyond  NATO’s  AOR  during  PSO. 

Further,  although  support  to  UN  peacekeeping  operations  “is  not,  in  principle,  geographically  limiting,  em¬ 
phasis  should  nevertheless  be  placed  on  geo-strategic  aspects  relevant  to  the  risk  of  spill  over  of  crisis  and 
conflicts  into  the  NATO  area  of  responsibility 

Regions  within  these  geo-strategic  areas,  where  future  NATO-led  operations  were  thought  to  be  possible, 
were  examined  to  derive  a  wide  range  of  likely  environmental  and  geographic  characteristics  under  which 
CRO  could  be  carried  out. 

Peace  Support  Operations  are  undertaken  under  Chapter  VI  or  VII  of  the  UN  Charter  and  divided  into  the 
following  types  of  operations: 

Peacekeeping:  Peacekeeping  operations  are  generally  undertaken  under  Chapter  VI  of  the  UN  Charter  and 
are  conducted  with  the  consent  of  all  Panics  to  a  conflict  to  monitor  and  facilitate  implementation  of  a  peace 
agreement.  Possible  tasks  for  peacekeeping  operations  include  observer  missions,  interposition  force  opera¬ 
tions  and  transition  assistance. 

Peace  Enforcement :  Peace  enforcement  operations  are  undertaken  under  Chapter  VII  of  the  UN  Charter. 
They  are  coercive  in  nature  and  are  conducted  when  the  consent  of  all  Parties  to  a  conflict  has  not  been 
achieved  or  might  be  uncertain.  They  are  designed  to  maintain  or  re-establish  peace  or  enforce  the  terms 
specified  in  the  mandate.  Possible  tasks  for  Peace  Enforcement  operations  include:  enforcing  sanctions,  es¬ 
tablishing  and  enforcing  no-fly  zones,  protection  of  humanitarian  operations  and  establishing  and  protecting 
safe  areas  or  exclusion  zones. 

Conflict  Prevention:  Activities  aimed  at  conflict  prevention  are  normally  conducted  under  Chapter  VI  of  the 
UN  Charter.  They  range  from  diplomatic  initiatives  to  the  preventive  deployment  of  forces  intended  to  pre¬ 
vent  disputes  from  escalating  into  armed  conflicts  or  from  spreading.  Conflict  Prevention  can  also  include 
preventive  deployment,  surveillance,  early  warning,  and  implementation  of  embargoes  in  support  of  sanc¬ 
tions. 

Peacemaking:  Peacemaking  covers  the  diplomatic  activities  conducted  after  the  commencement  of  a  con¬ 
flict  aimed  at  establishing  a  cease-fire  or  a  rapid  peaceful  settlement.  They  can  include  the  provision  of  good 
offices,  mediation,  conciliation  and  such  actions  as  diplomatic  pressures,  isolation  or  sanctions. 

Peace  Building:  Peace  Building  covers  actions,  which  support  political,  economic,  social  and  military  meas¬ 
ures  and  structures  aiming  to  strengthen  and  solidify  political  settlements  in  order  to  redress  the  causes  of  a 
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conflict.  This  includes  mechanisms  to  identify  and  support  structures,  which  will  tend  to  consolidate  peace, 
advance  a  sense  of  confidence  and  well-being  and  support  economic  reconstruction. 

Humanitarian  Operations:  Humanitarian  operations  are  conducted  to  alleviate  human  suffering.  Humani¬ 
tarian  operations  may  precede  or  accompany  humanitarian  activities  provided  by  specialised  civilian  organi¬ 
sations.  Possible  tasks  for  Humanitarian  Operations  are:  protection  and  transport  of  humanitarian  aid  con¬ 
voys,  maintenance,  repair  and  creation  of  routes  and  critical  infrastructure,  medical  support,  assistance  in  the 
relocation  of  return  of  refugees  and  humanitarian  de-mining  operations. 

Risks  of  a  wider  nature  are  defined  in  NATO  documents  as  including  “international  terrorism,  radical  trans¬ 
national  movements,  territorial  disputes,  disruption  of  the  flow  of  vital  resources  and  mass  migration... the 
proliferation  of  WMD  in  a  global  as  well  as  European  context.”  For  the  puiposes  of  the  review  this  infor¬ 
mation  was  used  to  define  two  categories:  Economic  and  Military-Political.  Within  each  category  it  was  as¬ 
sumed  that  NATO  military  forces  could  be  required  to  execute  the  following  missions: 

(1)  Economic. 

(a)  Ensure  free  movement  of  vital  resources  along  strategic  lines  of  communication. 

(b)  Prevent  interference  with  the  availability  of  vital  resources  (oil,  minerals  etc.) 

(2)  Military-Political. 

(a)  Assist  in  maintaining  regional  military-political  stability. 

(b)  Extract  NATO  member  forces  engaged  in  a  UN  or  OSCE-led  PSO  when  threatened  with 
serious  aggression. 

(c)  Execute  deterrent  actions  against  states  involved  in  terrorism  or  terrorism  support. 

(d)  Execute  deterrent  actions  against  states  involved  in  the  proliferation  of  and/or  potential  use 
of  weapons  of  mass  destruction. 

(e)  Protect  NATO  territory  from  the  spill  over  effects  (refugees,  mass  migration,  organized 
crime)  of  peripheral  region  instability. 

The  area  peripheral  to  NATO’s  AOR  should  be  of  primary  focus  however,  since  the  range  of  potential 
Alliance  involvement  is  not  in  theory  geographically  limited,  an  initial  worldwide  review  should  be  carried 
out.  All  areas/regions  were  assessed  to  determine  those  that  were  possible  candidates  for  a  future  NATO  led 
CRO.  This  assessment  should  be  based  on  the  following  filtering  process: 

(1)  Potential  for  political/ethnic/social/economic  instability  leading  to  conflict 

(2)  Existence  of  regional  organisations  or  alternative  support  structures  that  could  undertake  the 
operation 

(3)  Degree  of  NATO  acceptance  within  the  region 

(4)  UN/OSCE  mandate  likely 

(5)  NAC  approval  likely 

In  general,  the  changing  in  threats  to  NATO  countries  drives  the  need  for  advanced  HBR  and  the  increased 
emphasis  on  non  Article  5  missions  described  above.  NATO  countries  no  longer  exist  in  a  world  of  blue  and 
red  where  the  major  threat  to  security  comes  from  one  block  of  nations.  Instead,  NATO  faces  a  difficult  to 
perceive  future  where  the  only  certainty  is  change:  Changes  in  threats,  changes  in  adversaries,  and  changes 
in  the  missions  NATO  forces  are  expected  to  accomplish.  Against  this  background  the  only  certainty  is  that 
NATO  forces  must  become  more  flexible  and  adaptable. 
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In  summary,  the  future  military  environment  of  NATO  will  most  likely  be  dominated  not  by  Article  5  mis¬ 
sions,  but  rather  by  CRO  missions.  This  change  will  severely  challenge  NATO.  NATO  will  not  be  able  to 
rely  on  existing  war  plans  and  doctrine  (as  it  does  for  Article  5  missions),  but  instead  be  forced  to  develop 
plans  and  procedures  for  CRO  missions  on  an  as  required  basis.  NATO  will  have  to  become  more  flexible 
and  adaptable,  ready  to  respond  to  a  wide  range  of  possible  courses  of  actions.  HBR  can  help  them  achieve 
this  goal. 


2  Application  Areas 

There  are  many  potential  NATO  military  applications  for  HBR.  In  this  section  we  discuss  how  HBR  may  be 
used  to  support  training  and  exercises,  defence  planning,  acquisition,  and  support  to  operations.  As  will  be 
seen  below,  in  many  of  these  application  areas  HBR  is  a  component  of  some  other  technology  (e.g.,  model¬ 
ling  and  simulation)  that  is  providing  support  to  the  NATO  activity;  in  other  instances  it  is  a  supporting  tech¬ 
nology  in  its  own  right.  The  discussion  is  not  meant  to  be  exhaustive  consideration  of  military  applications 
for  HBR.  Rather,  it  will  highlight  some  of  the  applications  that  can  be  readily  foreseen. 

In  general,  the  changing  in  threats  to  NATO  countries  drives  the  need  for  advanced  HBR  and  the  increased 
emphasis  on  non  Article  5  missions  described  above.  NATO  countries  no  longer  exist  in  a  world  of  blue  and 
red  where  the  major  threat  to  security  comes  from  one  block  of  nations.  Instead,  NATO  faces  a  difficult  to 
perceive  future  where  the  only  certainty  is  change:  Changes  in  threats,  changes  in  adversaries,  and  changes 
in  the  missions  NATO  forces  are  expected  to  accomplish.  Against  this  background  the  only  certainty  is  that 
NATO  forces  must  become  more  flexible  and  adaptable.  HBR  can  help  them  achieve  this  goal 


2.1  Instruction,  Training  and  Exercises 

Within  NATO  training  and  exercises  encompasses  three  sub-areas,  namely  instruction,  training  and  exercis¬ 
ing.  The  detailed  definitions  of  these  terms  can  be  found  in  chapter  2,  para  1 .  For  this  discussion,  it  suffices 
to  retain  that  instruction  and  education  refers  to  the  acquisition  of  skills  by  an  individual  or  group  for  the  first 
time.  Training  follows  instruction  and  is  aimed  at  improving  the  performance  of  individuals  and  teams  at 
employing  their  newly  acquired  skills  and  knowledge.  Exercises  follow  training;  their  objective  is  threefold. 
Exercises  aim  at  maintaining  skills  acquired  during  training  at  a  specified  level  of  performance.  They  are 
intended  to  enable  teams  and  individuals  to  generalise  the  knowledge  that  they  have  acquired  through  train¬ 
ing.  Exercises  also  develop  the  knowledge  about  the  conditions  in  which  to  best  use  specific  skills. 

In  the  progression  from  instruction  to  exercises,  the  environment  that  is  used  to  achieve  the  transfer  of 
knowledge  becomes  more  complex  and  the  understanding  about  the  use  of  the  transferred  knowledge  in¬ 
creases  in  the  team  or  individual. 

An  important  aspect  of  knowledge  transfer  is  the  ability  to  measure  performance  of  the  individuals  or  teams 
involved  in  instruction,  training  and  exercising.  While  performance  measurement  can  be  specified  and  exe¬ 
cuted  well  in  instruction,  it  becomes  increasingly  difficult  in  training  and  appears  to  be  ill-specified  in  exer¬ 
cising.  However  the  quality  of  knowledge  transfer  is  directly  related  to  the  capability  to  measure  perform¬ 
ance  and  provide  feedback. 

In  the  new  security  environment  that  has  emerged  over  the  past  ten  years,  we  have  seen  a  rapid  change  in 
many  NATO  nations  armed  forces.  They  have  transitioned  from  an  army  based  on  conscription  to  fully 
professional  aimed  services.  This  new  form  of  organisation  relies  on  many  persons  to  join  the  ranks  of  the 
armies  for  short  term  contracts.  However  the  sustained  economic  growth  has  made  it  difficult  for  many  na¬ 
tions  to  attract  suitable  people  and  at  the  same  time  caused  a  considerable  amount  of  highly  skilled  and  ex¬ 
perienced  professionals  to  leave  the  aimed  forces.  Therefore  the  need  for  a  sustained  training  and  exercising 
environment  providing  a  consistent  level  of  knowledge  transfer  has  grown. 

At  the  same  time,  many  operations  are  conducted  on  an  “ad  hoc”  voluntary  participation  basis  by  nations  that 
place  a  considerable  and  sustained  demand  on  limited  personnel  resources.  Since  planning  for  these  opera¬ 
tions  cannot  be  foreseen  and  incorporated  in  planned  training  and  exercise  events,  the  training  environment 
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must  highly  configurable  and  composable  with  the  relevant  elements  in  order  to  prepare  personnel  partici¬ 
pating  in  these  operations  effectively.  Furthermore,  good  performance  measurement  is  required  to  establish 
the  ability  of  the  personnel  to  cany  out  their  tasks  in  an  often  highly  visible  environment  from  a  political  and 
media  perspective.  These  inherently  multi-national  operations  almost  invariably  involve  non-NATO  person¬ 
nel  who  are  unfamiliar  with  NATO  tasks  and  procedures  and  need  to  be  trained  and  exercised  to  work  to¬ 
gether  in  an  effective  manner. 

Also  co-operation  with  non-governmental  and  private  volunteer  organisations  has  increased  considerably. 
Since  the  military  forces  are  often  responsible  for  the  overall  security  in  the  area  and  for  the  protection  of 
local  populations  as  well  as  external  organisations,  the  representatives  from  these  organisations  also  need  to 
be  trained  e.g.  mine  awareness. 

It  should  also  be  noted  that  a  new  problem  is  emerging  as  a  result  of  the  many  parallel  operations  that  are 
being  conducted  by  forces  from  NATO  nations.  Due  to  the  length  of  these  commitments,  it  is  becoming  in¬ 
creasingly  difficult  to  ensure  that  military  personnel  is  trained  on  the  full  spectrum  of  tasks  that  they  are  ex¬ 
pected  to  be  able  to  deal  with.  Therefore,  training  and  exercising  is  required  whilst  personnel  is  deployed  and 
will  need  to  be  inherently  distributed. 

Overall  there  is  a  greater  need  for  a  training  and  exercising  environment  that  can  be  configured  rapidly  and 
made  widely  available  to  a  broader  community  of  people  requiring  their  skills  to  be  developed  in  a  co¬ 
ordinated  and  consistent  manner.  Also  there  needs  to  be  greater  emphasis  on  a  verifiable  level  of  skill  in  per¬ 
sonnel  because  the  room  for  error  has  become  extremely  small  due  to  the  high  degree  of  media  coverage  and 
to  the  stringent  and  detailed  political  guidance. 

The  following  sections  will  focus  on  the  need  for  formal  representations  of  human  behaviour  for  the  proc¬ 
esses  of  instruction,  training  and  exercises.  The  importance  to  address  the  development  of  such  behaviours 
rapidly  will  be  argued.  Section  3.3  will  contain  the  expected  benefits  of  developing  formal  representations  of 
human  behaviour. 

2.1.1  Instruction  and  training 

In  instruction,  material  is  usually  presented  by  a  lecturer  or  a  computer-based  tool  to  an  individual  and  can 
cover  a  wide  range  of  topics  (e.g.,  anything  from  technical  training  on  how  to  use  a  specific  system  to  the 
procedures  for  Transfer  of  Authority).  Material  is  absorbed  by  the  individual  or  group  and  a  number  of  tests 
are  conducted  to  verify  the  acquisition  of  knowledge  or  skills.  Based  on  the  results  of  the  tests,  material  is 
presented  again  or  the  trainees  can  move  on  to  another  phase  of  the  instructional  process.  When  the 
knowledge  or  skills  are  considered  acquired,  training  can  start.  The  goal  will  be  to  improve  the  performance 
of  the  trainee(s)  in  applying  their  new  skills  and  to  start  the  acquisition  of  meta-knowledge  about  the  condi¬ 
tions  of  usage  of  these  skills.  In  order  to  stimulate  the  development  of  nreta-knowledge  and  gather  a  wider 
set  of  measurements,  training  requires  the  environment  to  be  more  complex  and  the  set  of  scenario’s  needs  to 
be  more  diverse  than  in  an  instruction  context.  Using  this  description,  the  following  elements  can  be  identi¬ 
fied  as  composing  the  instructional  environment: 

•  The  individual  or  group  of  trainees.  Their  level  of  knowledge  needs  to  be  determined 
throughout  the  learning  process.  It  is  also  necessary  to  define  a  reference  trainee  for 
performance  measurement.  The  reference  trainee  can  be  either  an  average  derived  from  the 
performance  of  previous  trainees,  an  internal  reference,  or  an  ideal  trainee  defined  by  a  set  of 
experts,  an  external  reference. 

•  The  entities  that  the  trainee(s)  interact  with,  from  a  physical  and  mental  perspective 

Inanimate  systems 

Individuals:  team  members,  leaders,  subordinates,  opponents,  bystanders 


Teams:  well  organised,  goal-orientated  individuals,  displaying  a  high  degree  of 
cohesion  and  mutual  support 
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Groups  of  individuals:  loosely  cohesive,  temporary  groups  of  individuals  e.g.  crowds 

Organisations:  subordinates,  superiors,  peers,  opponents,  NGOs,  PVOs,  governmental 
elements,  media 

Platforms  operated  by  humans 

These  entities  should  behave  in  a  consistent  and  reproducible  manner  to  provide  all  trainees  with  a  verifiable 
and  objectively  measurable  level  of  performance.  They  need  to  be  fully  interoperable  at  equivalent  and  dif¬ 
ferent  levels  of  granularity,  allowing  the  designers  of  the  knowledge  transfer  task  to  configure  the  instruc¬ 
tional  environment  in  the  most  effective  manner.  From  a  technical  perspective  they  need  to  be  able  to  operate 
in  a  distributed  environment  over  large  distances. 

•  The  instructor  who  manages  the  knowledge  transfer  process  by  controlling  the  presentation  and 
illustration  of  instructional  material,  the  steps  taken  by  the  trainees  in  acquiring  knowledge  and 
who  measures  the  performance  of  trainees. 

A  good  instructor  will  adapt  the  instructional  strategy  to  the  background  and  to  the  progress  that  the  trainees 
are  making.  It  is  also  necessary  that  the  instructor  behave  in  a  consistent  manner  regardless  of  the  trainee(s) 
especially  when  measuring  the  performance  of  trainee(s)  and  judging  their  progress.  The  instructor  contains 
a  repertoire  of  teaching  strategies  and  a  representation  of  an  expert’s  knowledge  to  teach  both  domain 
knowledge  and  expert  problem  solving  strategies. 

From  a  technical  perspective,  the  instructor  should  be  able  to  operate  on  the  equipment  used  by  the  trainee 
and  intervene  with  it  to  provide  the  trainee  with  a  continuous  ability  to  maintain  skills  and  call  upon  remedial 
training  when  required.  Flence  the  instructor  should  be  able  to  transition  from  its  initial  knowledge  transfer 
function  to  a  coaching  and  assistant  role  when  the  trainees  starts  to  perform  the  newly  acquired  tasks  in  his  or 
her  working  environment. 

Automated  representations  of  human  behaviour  of  the  elements  described  above  are  necessary  to  improve 
computer-assisted  instruction,  specifically  the  form  of  instruction  known  as  intelligent  tutoring.  Traditional 
computer-based  instruction  tools  use  the  trainee’s  response  to  multiple-choice  questions  to  direct  the  instruc¬ 
tional  path.  If  the  trainee  performs  poorly  on  a  test,  instructional  material  is  presented  again,  usually  in  a 
slightly  different  format.  These  tools  also  attempt  to  anticipate  all  possible  trainee  errors  and  seek  to  provide 
appropriate  remedial  instruction.  Flowever,  such  an  approach  fails  when  trainees  interpret  instructional  ma¬ 
terial  in  an  unanticipated  incorrect  manner.  In  this  situation,  the  system  cannot  generate  an  explanation  that 
will  resolve  the  student’s  misunderstanding  and  the  student’s  learning  is  impeded.  Flence  static  models  of  the 
trainee  and  of  the  instructor  do  not  provide  a  sufficiently  flexible  and  responsive  environment.  In  summary, 
there  is  a  need  for  a  formal  approach  to  adaptive  and  interactive  treatment  of  the  knowledge  transfer  process 
also  referred  to  as  adaptive  treatment  interaction  ref.  Snow,  Stanford. 

Automated  implementations  of  representations  of  the  human  behaviours  described  above  are  essential  in 
achieving  the  standardisation,  objective  training,  composability  and  distribution  requirements  mentioned 
with  each  of  the  representations  described  above. 

In  order  for  NATO  staffs  to  efficiently  train,  the  information  they  receive  and  the  response  of  their  opponents 
to  their  actions  should  be  as  realistic  as  possible.  Recent  advances  in  modelling  and  simulation  technology 
have  dramatically  improved  the  presentation  and  display  of  information  for  training  puiposes.  Flowever, 
these  simulation  environments  rely  almost  completely  on  role  players  for  the  representation  of  human  be¬ 
haviour  at  the  level  of  interaction  with  the  staff  being  trained.  They  also  neglect  to  represent  the  human  be¬ 
haviour  aspects  for  simulated  entities.  Fluman  role  players  are  usually  required  in  large  numbers  and  there¬ 
fore  poorly  qualified  to  perform  their  function.  Recent  training  events  conducted  with  fewer  professional  role 
players  have  shown  that  this  can  be  overcome.  Flowever  this  approach  is  not  sustainable  for  larger  events 
from  a  cost  perspective.  In  any  case,  human  role  players  always  introduce  implicit  bias  e.g.  risk  taking.  For¬ 
mal  representations  of  human  behaviour  that  can  be  automated  are  necessary  to  provide  a  realistic  represen¬ 
tation  of  all  human  or  human-operated  entities.  These  models  are  required  to  ensure  a  consistent  quality  of 
training  and  to  enable  the  use  of  more  complex  training  scenarios. 
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2.1.2  Exercises 

Exercises  are  formalized  gatherings  of  a  particular  command  echelon  in  which  trained  individuals  practice 
their  skills  in  a  wider  military  context.  Exercises  may  be  conducted  at  strategic,  operational,  and  tactical 
levels  and  are  intended  to  assess  the  echelon’s  ability  to  execute  selected  elements  of  its  mission.  As  noted  in 
a  NATO  report  on  computer-generated  forces  (reference  required),  post-Cold  War  exercises  have  become 
more  complex  due  to  the  lack  of  detailed  contingency  plans  and  the  resulting  greater  effort  required  for  de¬ 
signing  exercises.  In  addition,  the  range  of  scenarios  that  needs  to  be  exercised  has  increased  to  an  expanded 
mission  set  (e.g.,  peace  keeping  and  humanitarian  aiding)  and  the  increased  number  of  agencies  and  govern¬ 
ments  that  NATO  works  with  (e.g.,  Private  Voluntary  Organizations,  Non-Governmental  Organizations,  and 
Partnership  for  Peace  nations). 

For  exercises  all  aspects  discussed  for  instruction  and  training  apply  except  for  the  role  of  instructor.  Since 
the  exercising  staff  is  assumed  to  have  achieved  a  good  of  level  of  knowledge,  the  role  of  instructor  is  re¬ 
placed  by  the  role  of  observer.  Observers  will  have  access  to  the  perception  of  the  exercising  staff  as  well  as 
to  the  real  situation  data.  Therefore  the  observer  role  is  capable  of  assessing  performance  and  of  providing 
feedback.  Co-ordination  between  observers  and  exercise  directing  staff  is  necessary  to  adapt  the  flow  of  the 
exercise  similar  to  adapting  the  training  strategy  in  order  to  meet  exercise  objectives.  In  order  to  provide  a 
consistent  observation  capability  and  allow  observation  to  take  place  for  each  individual  and  group  partici¬ 
pating  in  an  exercise,  an  automated  representation  of  the  observer  is  required  due  to  the  large  number  of  per¬ 
sonnel  participating  in  exercises  and  the  many  group  activities  taking  place  in  parallel. 

The  requirement  for  automated  human  behaviours  as  described  in  the  previous  section  is  also  more  pressing 
in  an  exercise  environment  because  the  environment  is  more  complex  in  terms  of  numbers  and  types  of  enti¬ 
ties,  the  combination  of  entities  of  different  levels  of  aggregation  e.g.  individual  leaders,  crowds,  aggregated 
military  units  and  the  potential  requirement  of  decomposing  aggregates  to  answer  specific  information  re¬ 
quirements. 

Compared  to  training,  exercises  add  the  aspect  of  C3I  SYSTEMS  interfacing.  There  are  two  aspects  to  this 
form  of  interfacing.  The  first  aspect  requires  the  simulation  environment  to  be  capable  of  consuming 
guidance  from  the  exercising  staff  and  from  the  exercise  control  staff  and  to  develop  the  necessary  plans  and 
actions  autonomously.  Therefore  models  of  the  cognitive  aspects  of  the  receiving  entities  need  to  be  repre¬ 
sented  as  well  their  physiological  and  socio-affective  characteristics.  The  second  aspect  is  the  generation  of 
information  from  the  simulation  environment  in  a  form  and  content  that  is  required  and  expected  by  the  in¬ 
formation  systems  supporting  the  exercising  staffs.  This  information  is  both  structured  and  unstructured,  the 
latter  being  mainly  assessments  of  situations  and  intentions.  In  current  simulation  environments,  a  combina¬ 
tion  of  automated  interfaces  and  role  players  perform  these  tasks.  The  automated  interfaces  tend  to  support 
the  structured  information  flow  with  fixed  information  pathways.  Role  players  are  necessary  to  generate  un¬ 
structured  information  and  reconcile  inconsistencies  in  guidance.  In  order  to  reduce  the  considerable  amount 
of  role  players  that  is  currently  required,  automated  models  of  human  behaviour  need  to  be  developed.  They 
are  also  required  to  improve  consistency. 

Furthermore  composability  and  interoperability  is  necessary  to  allow  the  rapid  preparation  of  effective  exer¬ 
cise  designs,  which  is  becoming  increasingly  important  when  responding  to  unexpected  crisis  situations. 

In  view  of  the  complexity  of  exercises,  performance  measurement  is  considerably  more  difficult  and  requires 
data  collection  to  be  pervasive.  Therefore  the  development  of  the  automated  observer  representations  dis¬ 
cussed  above  is  critical  for  providing  good  after-action  review. 


2.2  Defence  Planning 

Defence  Planning  in  NATO  is  the  identification  of  future  requirements  to  address  anticipated  missions,  five 
to  fifteen  years  in  the  future.  Defence  Planning  identifies  required  capabilities  to  solve  future  problems;  it 
can  be  contrasted  with  Operational  Planning,  which  is  concerned  with  making  the  best  use  of  available  forces 
to  tackle  near  term  problems. 
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The  goal  of  Defence  Planning  is  to  identify  military  assets  capable  of  responding  to  a  wide  range  of  military 
situations.  Defence  planning  is  subdivided  into  the  following  disciplines: 


>  Force  Planning 

>  Reinforcement  Mobility  Planning 

>  Stockpile  Planning. 

>  Civil  Emergency  Planning 

>  Command  Information  System  Planning 


r  Armament  Planning, 
r  Logistics  Planning 
>  Nuclear  Planning 
r  Infrastructure  Planning. 


Support  to  Defence  Planning  within  NATO,  for  the  most  part,  is  provided  by  specialised  constructive 
models.  Within  NATO,  there  is  currently  a  range  of  limited  models  covering  everything  from  individual 
platform  engagements  to  force-on-force  theatre  level  campaigns.  A  recent  NATO  report  on  modelling  and 
simulation  identified  several  shortcomings  with  existing  models,  primarily  in  the  areas  of  evaluating  new 
missions,  understanding  political-military  decision-making,  and  conducting  joint  operations  (reference 
NATO  M&S  Report).  FIBR  research  will  play  both  a  direct  and  an  indirect  role  in  improving  NATO  defence 
planning. 

One  of  the  most  serious  gaps  in  NATO  defence  planning  is  the  lack  of  adequate  means  to  evaluate 
new  missions.  Since  the  end  of  the  Cold  War,  the  range  of  potential  NATO  missions  has  expanded  con¬ 
siderably  (e.g.,  NATO,  collective  defence  and  NATO-Plus,  Non-Article  5  missions),  as  has  the  range  of  po¬ 
tential  NATO  allies  and  adversaries.  This  increased  range  of  missions  and  actors  has  created  a  significant 
need  for  tools  to  support  concept  development  and  experimentation,  particularly  in  the  areas  of  requirements 
definition,  doctrine  development  and  the  tactics  evaluation.  NATO  is  looking  to  advances  in  modelling  and 
simulation  technologies  to  fill  this  need.  One  of  the  most  critical  component  technologies,  as  identified  by  a 
recent  NATO  report,  is  FIBR  (need  reference  to  NATO  M&S  report).  Advanced  FIBR  models,  similar-  to  the 
types  described  in  the  previous  section,  are  required  to  reduce  the  cost  and  increase  the  realism  of  the  con¬ 
structive  models  used  by  defence  planners. 

For  example,  new  models  are  needed  to  analyse  both  information  warfare  and  peace  support  operations.  To 
accurately  model  the  threats  and  opportunities  brought  about  through  advances  in  the  conduct  of  information 
operations  and  warfare  will  require  the  development  of  very  high  fidelity  FIBR  models  of  individuals  and 
organisations.  Such  models  will  have  to  depict  the  flow  of  information  through  organisations  and  the  way  in 
which  information  interacts  with  individual’s  belief  structures  to  enable  defence  planner  to  understand  the 
possible  outcomes  of  an  information  operation  mission. 

To  accurately  model  the  challenges  of  peacekeeping  operations  will  require  the  development  of  HBR 
models  of  civilian  populations  and  their  likely  behaviour.  In  particular-,  models  will  need  to  be  developed 
which  incorporate  cultural  beliefs  and  attitudes  towards  other  ethnic  groups  and  which  predict  how  civilian 
populations  respond  to  local  conflict.  For  example,  it  would  be  very  useful  to  NATO  planners  to  know  how 
likely  a  population  is  to  leave  their  home  area  when  a  conflict  breaks  out  and  under  what  conditions  they 
might  return. 

Furthermore,  NATO  staffs  currently  lack  tools  to  analyse  the  process  of  achieving  political  consen¬ 
sus  among  NATO  countries  and  to  estimate  the  time  required  by  the  countries  to  make  to  a  decision 
regarding  a  specific  course  of  action.  This  lack  of  tools  limits  the  staff’s  ability  to  make  realistic  or  achiev¬ 
able  recommendations  for  proposed  courses  of  action  to  NATO.  The  development  of  sophisticated  models 
of  human  and  organisational  decision-making  behaviour  to  address  these  shortfalls  would  directly  improve 
the  NATO  staff’s  ability  to  propose  acceptable  course  of  action,  to  anticipate  how  much  time  is  required  to 
achieve  political  consensus,  and  to  produce  better  estimates  as  to  the  time  require  to  begin  and  execute  a  mis¬ 
sion. 

In  addition,  there  is  a  serious  lack  of  models  capable  of  analysing  the  conduct  of  joint  operations.  With  re¬ 
spect  to  FIBR,  the  development  of  such  model  should  include  cultural  components  or  parameters  to  enable 
defence  planners  to  better  understand  cultural  difference  as  they  related  to  command  and  control  and  mission 
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planning  and  execution.  In  particular,  defence  planners  could  use  models  for  peacekeeping  operations, 
which  establish  the  attitudes,  beliefs  and  relationships  between  different  participating  entities  or  organisa¬ 
tions  and  establish  the  events  and  /or  criteria  that  could  cause  a  change  in  relationship  between  bodies. 

Finally,  and  most  important.  Defence  Planners  have  limited  in  modelling  support  to  forecast  possible  future 
security  requirements.  Models  are  needed  that  can  predict  the  political  changes  in  the  countries  around 
NATO’s  periphery.  Key  issues  include: 

•  What  types  of  governments  are  likely  to  become  established  both  in  the  countries  that  made  up 
the  former  Eastern  Block  and  the  African  and  Middle  Eastern  states  (e.g.,  communist,  Islamic, 
neo-feudal  [now  based  upon  business  holdings  rather  than  land]); 

•  What  will  be  the  relationships  of  these  countries  to  NATO; 

•  What  types  of  threats  (if  any)  will  they  pose  for  NATO  (e.g.,  cyber  warfare;  Missile  launched 
WMD;  conventional  terrorism);  and 

•  What  will  be  the  countries  economic  status  and  orientation? 

Defence  Planning  requires  a  range  of  new  models  to  include: 

•  Geopolitical  models  which  enable  analysis  of  the  possible  evolutionary  paths  that  a  country  may 
follow; 

•  Organisational  models  of  non-government  organisations  and  other  entities  (e.g.,  the  United 
Nations);  and 

•  Command  and  Control  models,  which  enable  the  analysis  of  systems  that  incorporate  non- 
traditional  allies  and  interfaces  to  other  organisational  entities. 


2.3  Acquisition 

New  systems  arc  usually  acquired  to  counter  a  perceived  threat.  The  perception  of  a  new  threat  by 
the  requirements  community  typically  leads  to  the  generation  of  a  mission  need  statement  and  then  to  a  series 
of  analytic  studies  that  attempt  to  determine  the  best  way  to  counter  the  threat.  Modelling  and  simulation 
are  used  extensively  to  evaluate  mission  needs  and  requirements,  trade-off  alternative  approaches  to  coun¬ 
tering  a  threat,  and  to  evaluate  the  system  developed  to  meet  the  threat.  FIBR  plays  a  major  role  in  acquisi¬ 
tion,  primarily  through  the  support  it  provides  to  these  simulation-based  studies. 

In  the  early  phases  of  system  acquisition,  studies  are  conducted  to  determine  the  best  way  to  address  an 
emerging  threat.  Often  a  change  in  doctrine,  tactics,  or  operational  concepts  will  be  sufficient  to  overcome  a 
threat.  FIBR  is  required  to  support  this  process  by  providing  realistic  models  of  decision-making,  actor, 
team,  group  and  organisational  behaviour.  To  the  extent  that  one  can  improve  the  FIBR  models,  one  will 
improve  the  subsequent  analysis. 

Modelling  and  simulation  is  also  used  to  evaluate  alternative  approaches  and  alternative  designs.  Modelling 
and  simulation  plays  an  especially  important  role  here  because  design  decisions  made  at  this  point  account 
for  the  vast  majority  of  systems  life-cycle  costs.  Consequently,  it  is  important  to  thoroughly  evaluate  design 
options  in  the  most  realistic  environment  possible. 

To  adequately  address  the  human’s  role  in  weapon  system  design  and  to  establish  and  validate  the  system’s 
operational  concept  a  Fluman  System  Integration  concept  must  be  established  1  and  human-in-the-loop 
studies  must  be  conducted.  These  studies  are  expensive,  because  they  require  breadboard  or  prototype 
equipment,  and  they  significantly  add  to  the  development  time  for  a  new  a  system. 


1  See  NATO  DRG  report  on  Human  Systems  Integration  (Panel  8  RSG  21) 
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Furthermore,  HBR  representations  are  urgently  needed  that  can  be  integrated  into  computer-aided  design 
(CAD)  systems.  Such  models  could  be  used  to  evaluate  the  ergonomics  and  human  factors  of  a  design  and 
as  a  consequence,  significantly  reduce  the  development  time  while  simultaneously  improving  overall  system 
performance.  Only  FIBR  models  currently  exist,  which  can  be  used  to  evaluate  anthropometries  (form  and 
fit)  aspects  of  a  design.  Therefore,  the  major  challenge  facing  the  FIBR  community  is  the  development  of 
models  of  cognitive  processing  which  can  be  used  to  evaluate  cognitive  factors  such  as  workload,  task  allo¬ 
cation  between  human  and  machine,  and  crew  sizing  and  responsibilities.  Such  models  currently  exist,  but 
not  in  a  form  that  can  be  used  in  a  CAD  environment. 

Once  a  design  has  been  selected  and  prototype  (or  first  article)  systems  have  been  built,  then  modelling  and 
simulation  (as  well  as  live  test)  is  used  extensively  to  evaluate  the  prototype  to  ensure  it  meets  design  speci¬ 
fication.  Typically,  the  prototype  system  is  linked  or  interfaced  to  a  simulation  environment  where  it  is  re¬ 
peatedly  run  through  tests.  Once  again,  FIBR  supports  this  process  by  helping  to  provide  both  a  realistic  and 
cost  effective  environment  in  which  to  evaluate  system  efficacy. 

FFowever,  FIBR  cannot  only  support  the  FFuman  Systems  Integration  but  also  the  whole  strategy  of  military 
systems  acquisition. 

This  will  be  explained  using  the  example  of  SBA.2  As  a  result  of  many  factors  a  sustained  and  in  depth  re¬ 
view  of  the  acquisition  process  has  been  ongoing  for  several  years  leading  to  the  elimination  of  outdated 
rules  and  standards  while  at  the  same  time  revising  the  process  to  reflect  the  realities  of  the  post  cold  war 
environment.  Today  there  is  a  desire  to  have  an  acquisition  process  that  is  streamlined,  enabled  by  robust 
collaborative  use  of  simulation  technology,  integrated  across  all  acquisition  phases  from  concept  evaluation, 
requirements  definition,  development,  manufacture,  fielding,  to  life  cycle  support  and  finally  disposal.  The 
objective  of  such  a  broad  thrust  is  to  reduce  the  time,  resources  and  risk  associated  with  the  acquisition 
process  and  at  the  same  time  increase  the  quality,  military  utility  and  supportability  of  systems  developed 
and  fielded.  To  carry  out  such  a  broad  endeavour  requires  a  significant  change  to  the  current  way  the  acqui¬ 
sition  process  is  conducted  to  a  new  acquisition  methodology  called  Simulation  Based  Acquisition  (SBA). 
See  figure 
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Figure  4:  The  SBA  Operations  concept 


2  SBA  is  the  development  of  a  collaborative  enterprises  that  enables  interdisciplinary  teams  to  develop  new 
systems  in  a  cost  effective  manner  with  a  significant  reduction  in  the  time  it  takes  to  field  that  system 
(reduced  cycle  time). 
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It  is  not  the  puipose  here  to  go  into  a  long  dissertation  on  SBA.  However  to  understand  the  role  HBR  plays 
in  SBA  it  is  important  to  understand  a  few  fundamental  requirements  necessary  for  SBA  to  be  efficient  and 
effective.  First  and  foremost  is  the  concept  of  the  collaborative  enterprise.  The  collaborative  enterprise 
encompasses  members  from  all  phases  of  the  acquisition  process  including  industry.  It  includes  tools  that  are 
interoperable  across  phases  of  the  program,  across  disciplines,  inter  program  and  inter  service.  An  architec¬ 
ture  and  infrastructure  must  be  available  that  supports  the  necessary  exchanges  of  ideas  and  data,  there  must 
be  repositories  to  store  and  manage  data  and  a  digital  product  description  repository  and  finally  the  system 
engineering  analysis  necessary  to  make  such  an  enterprise  a  reality.  With  its  need  for  data  sharing,  disclo¬ 
sure,  consensus  building,  expansion  of  decision  making  from  independent  stove  piped  disciplines  to  multi 
discipline  cooperation,  industry  and  government  as  team  members,  sharing  of  models  and  simulations,  the 
collaborative  enterprise  will  become  a  reality  only  if  the  organisational,  cultural  and  behavioural  changes 
from  how  we  do  business  today  to  SBA  occurs.  SBA  is  a  challenge  to  existing  culture.  HBR  models  for  in¬ 
clusion  in  SBA  are  necessary  to  support  decision-making  in  the  SBA  collaborative  environment. 

The  potential  benefit  of  modelling  the  organisational  and  cultural  change  lies  in  the  interest  of  NATO  and 
multinational  collaboration  within  NATO  (e.g.  collaboration  of  the  armaments  divisions  of  the  nations).  It 
can  be  expanded  to  any  modelling  and  simulation  effort,  when  large  organisations  are  going  to  be  restruc¬ 
tured,  thus  prototyping  changes,  which  otherwise  would  require  organisational  life  experiments. 


2.4  Support  to  Operations 

This  section  starts  with  a  description  of  the  targeted  commands  and  agencies  and  application  area  "Support 
to  Operations"  regarding  the  implementation  of  Human  Behaviour  Representation  (HBR)  and  ends  with  re¬ 
quirements  and  recommendations  for  the  use  of  HBR  in  support  of  this  application  area  and. 

2.4.1  Targeted  Commands  and  Agencies 

The  following  levels  are  targeted  for  the  analysis:  NATO  Political  Structure,  e.g.  North  Atlantic  Council, 
Strategic  Commands,  e.g.  SHAPE  and  SACLANT,  Regional  Commands,  e.g.  AFNORTH,  Joint  Sub- 
Regional  Commands,  e.g.  JCCENT,  Component  Commands,  e.g.  AIRNORTH,  Multi-National  Forces,  e.g. 
AMF(L),  International  Organizations  (10),  e.g.  UN  and  OSCE,  Non-Governmental  Organizations  (NGO) 
e.g.  Red  Cross,  Private  Voluntary  Organizations  (PVO)  e.g.  Doctors  w/o  borders.  This  is  a  full  list  of  target 
audience  in  representing  human  behaviour  in  simulation  models.  In  the  following  section  the  various  appli¬ 
cation  areas  will  be  reviewed. 

2.4.2  Description  of  Application  Areas 

The  integration  of  simulation  with  C3I  systems  and  the  use  of  simulation  in  operations  will  help  decision 
making  in  operational  situations.  Human  Behaviour  Representation  is  an  essential  paid  in  such  a  system  to 
provide  support  in  situational  awareness  and  course  of  action  generation.  The  commander  will  be  able  to 
make  decision  at  a  faster  pace  with  the  benefit  of  HBR  tools. 

For  different  aspects  of  operations  and  mission  type  that  is  being  conducted,  there  is  a  requirement  for  differ¬ 
ent  HBRs.  The  following  aspects  of  operations  and  types  of  missions  were  considered: 

Aspects  of  operations: 

•  Contingency  Planning  (development  and  assessment  of  OPLANs.) 

•  Situation  assessment  (assessment  of  threat,  own  forces,  environment,  etc) 

•  Deployment  Planning  (force  generation,  movement  and  deployment) 

•  Sustainment  and  Logistics  planning  (Forces  and  supplies) 

•  Rehearsal  (Dry  run  of  specific  mission) 


12-12 


•  Current  Operations  (real-time  monitoring  and  re -planning,  decision  making  support  to 
commanding,  controlling  and  managing  of  operations) 

Mission  types: 

•  NATO  Article  5  Missions  (Defence  of  NATO  territory) 

•  Crisis  Response  Operations  (CRO) 

Peace  Support  Operations  (PSO) 

■  Peace  Keeping  (PK) 

■  Peace  Enforcing  (PE) 

■  Conflict  Prevention  (CP) 

■  Peace  Making  (PM) 

■  Peace  Building  (PB) 

■  Humanitarian  Operations  (HO) 

•  Other  Security  Interests  (OSI) 

2.4.3  Examples 

Rehearsal  for  Article  5  operation  determined  to  be  one  of  the  highest  priority  requirements  for  implementa¬ 
tion  of  HBR.  In  Article  5  scenario  it  would  be  very  advantageous  for  NATO  commands  to  rehearse  its  mis¬ 
sions  in  a  tailored  simulated  environment.  The  various  elements  of  such  a  simulation  are  composed  of: 
opposing  side/factions,  political  and  military  leadership,  Political  constituency,  subordinate  forces  and  ter¬ 
rorists. 

Another  aspect  that  needs  to  be  considered  are  the  friendly  forces,  composed  of  higher,  lower  and  lateral 
commands,  political  leadership  and  the  constituency.  Finally,  other  participants  such  as  refugees,  NGOs, 
PVOs,  IOs,  neutral  countries  and  media  need  to  be  included.  In  addition  the  following  functions  has  to  be 
represented:  combat  forces,  combat  support  and  combat  service  support  as  well  as  C3I. 

Current  operations  are  also  determined  to  be  a  high  priority  requirement  for  simulation  support  and  imple¬ 
mentation  of  HBR.  In  current  operations  higher,  lower  and  lateral  command  levels  needs  to  be  modelled. 
The  other  elements  of  opposing  side  and  factions,  friendly  forces,  other  participants  and  representation  of 
combat  units  and  related  C3I  are  the  same  as  above  example. 

Situation  assessment  is  another  high  priority  operation  to  be  considered  for  HBR  implementation.  The  ele¬ 
ments  that  may  be  represented  are:  Data  collection,  analysis  and  fusion,  evaluation  and  distribution  of  infor¬ 
mation  on  opposing,  and  friendly  forces.  The  environment  needs  to  be  represented  as  well.  In  certain  situa¬ 
tions  there  is  a  need  to  raise  alerts  and  to  manage  C3I  interactions. 

2.4.4  Conclusions  and  Recommendations 

In  the  application  area  of  support  to  operations  contingency  planning,  situation  assessment,  rehearsal  and 
current  operations  are  of  high  priority  for  Article  5  and  Peace  Enforcement  missions.  Deployment  planning 
and  sustainment  and  logistic  planning  are  of  high  priority  as  well  for  Article  5  operations. 


The  two  areas  of  high  priority  which  are  analysed  in  paragraph  1.3.5  regarding  the  underlying  components 
concerning  the  needed  functionality  and  consequential  requirements  are  stated  for  each  area  below. 
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Current  Operations  Article  5  Missions 

The  following  assumptions  were  made  regarding  the  nature  of  Current  Operations  in  future  Article  5 

Missions: 

•  The  pace  of  decision  making  in  Article  5  Missions  must  be  changed  dramatically  in  the  future 
in  order  to  conduct  operations  before  the  opposing  side  is  able  to  react  in  an  ordered  way  (“fight 
within  the  enemy  decision  cycle”). 

•  Current  Operations  as  basic  function  will  change  in  this  respect  from  only  monitoring  to 
performing  tasks  that  are  at  the  moment  handled  within  Contingency  Planning  (e.g.  re¬ 
planning). 

•  The  amount  of  information  and  the  availability  in  real-time  will  increase  dramatically. 

•  Distribution  and  execution  of  orders  will  be  much  faster  to  take  advantage  of  a  faster  decision 
making. 

•  The  size  of  staff  and  forces  will  be  reduced. 

•  Decision  support  is  needed  from  the  highest  military  level  down  to  platoon  level. 

In  this  context,  the  following  functions  should  be  supported  by  HBR  in  Current  Operations  for  future  Article 

5  Missions: 

•  Real  time  option  generation  to  support  decision-making. 

•  Rehearsal  (of  generated  options)  using  state  of  the  art  simulation  technology  with  HBR  to  get  an 
insight  in  possible  courses  of  actions. 

•  Rapid  Analysis  (of  rehearsal  results)  to  support  the  selection  of  a  course  of  action. 

•  From  this,  the  following  consequential  requirements  are  found: 

•  The  integration  of  simulation  model  and  HBR  in  the  operational  environment  (C4I)  is  essential. 

•  The  interoperability  of  national  systems  plays  a  major  role  in  conducting  combined 
(multinational)  operations. 

•  The  mutual  understanding  of  the  planning  process  at  all  command  levels  is  necessary. 

Current  Operations  Crisis  Response  Operations  Peace  Enforcement  Missions 

The  following  assumptions  are  made  regarding  the  nature  of  Current  Operations  in  future  Crisis  Response 

Operations  Peace  Enforcement  Missions. 

•  These  missions  have  an  increased  political  dimension. 

•  There  are  different  concepts  of  employment,  allocation  of  assets  to  non-military  priority  tasks 
and  objectives. 

•  The  objectives  are  different  and  more  ambiguous  in  comparison  to  Article  5  Missions. 

•  The  pace  of  the  decision  making  process  will  be  rapid. 

•  At  the  start  of  such  a  mission  establishment  of  the  information  base  is  necessary.  At  this  time 
some  basic  information  may  be  missing. 


12-14 


•  The  information  (amount  and  availability)  in  real-time  will  increase  dramatically  (after 
establishment  of  the  information  base). 

•  The  distribution  and  execution  of  orders  will  be  also  much  faster  in  order  to  get  the  maximum 
advantage  of  this  layout. 

•  The  size  of  the  staff  and  the  forces  will  be  reduced. 

•  Other  nations  than  NATO  nations  may  be  paid  of  the  force  (Non  NATO  Troop  Contributing 
Nations  NNTCN). 

•  Training  Level.  C2  Culture,  Procedures,  Tactics  and  Doctrines,  Hardware  might  differ  from 
NATO. 

•  The  engagement  area  might  be  different  from  the  usual  environment  (Terrain,  Weather,  etc.)  in 
the  old  scenario. 

•  Decision  Support  is  needed  from  the  highest  military  level  down  to  platoon  level. 

In  this  context  the  following  functions  should  be  supported  by  HBR  in  Current  Operations  for  future  Non 
Article  5  Major  Conflict  Missions: 

•  Real  time  option  generation  to  support  decision  making  including  the  following  features: 

Explanation  capability  (the  system  is  not  a  black  box  and  can  explain  its  findings  to  the 
user  to  get  a  better  acceptance) 

Distributed  Co-operative  Planning:  All  echelons  of  decision  making  participate  in 
developing  a  satisfactory  solution  in  parallel.  Complete  coherent  plan  could  be 
generated  and  synchronised  (future  systems  should  support  this  to  enable  users  to  plan 
in  a  distributed  environment  as  well  as  to  support  HBR  to  doing  so) 

•  Quick  Rehearsal  (of  generated  options)  using  state  of  the  art  simulation  technology  with  HBR 
to  get  an  insight  in  possible  courses  of  actions  based  on  the  own  planning. 

•  Rapid  Analysis  (of  quick  rehearsal  results)  to  support  the  selection  of  a  course  of  action. 

•  From  this,  the  following  consequential  requirements  are  found: 

•  Applicable  systems  must  be  rapidly  adaptable  (learning)  regarding  the  used  rules  and  doctrine. 

•  The  integration  in  the  operational  environment  (C3I)  is  essential. 

•  Interoperability  between  national  systems  must  be  rapidly  attained.  Because  of  changing 
coalitions  between  nations  for  this  type  of  mission  a  requirement  for  peipetual  interoperability 
between  all  nations  is  not  realistic. 

•  The  operational  procedures  have  to  be  adapted  to  new  capabilities  gained  by  HBR  (e.g.  co¬ 
operative  planning)  and  must  be  trained. 

•  A  mutual  understanding  of  the  planning  process  and  the  doctrines  is  necessary.  This  requires 
rapid  training. 
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3  Summary  of  Importance  of  HBR 

3.1  Instruction  and  training 

The  goal  of  instruction  and  training  is  to  learn  new  skills  and  improve  specific  skills  in  individuals  and 
teams.  In  order  to  support  these  tasks,  it  is  necessary  to  develop  a  model  of  the  subject  of  the  instruction  and 
training  (the  trainee  or  group),  a  model  of  the  instructor  and  models  of  the  inanimate  systems,  other  human 
or  human-operated  platforms  that  the  trainee(s)  interact  with.  The  model  of  the  instructor  includes  evaluation 
or  performance  measurement  models  and  models  of  the  various  strategies  that  can  be  applied  to  achieve  the 
knowledge  transfer  objectives.  All  these  models  are  required  for  any  form  of  instruction  and  training.  In  or¬ 
der  to  automate  these  models,  they  need  to  be  made  explicit  and  it  is  necessary  to  develop  a  suitable  frame¬ 
work  for  human  behaviour  representation. 

Given  the  growing  need  to  provide  effective  training,  the  limited  resources  available  to  achieve  the  knowl¬ 
edge  transfer  objectives  and  the  increasing  complexity  of  military  tasks,  the  need  for  automated  formal  rep¬ 
resentations  of  human  behaviour  is  becoming  pressing.  The  availability  of  the  various  models  described 
above  is  essential  to  support  the  concept  of  providing  instruction  and  training  for  individuals  and  for  teams 
on  an  any  time,  anywhere,  on  demand  basis. 

It  will  also  allow  the  same  training  standard  to  be  achieved  in  less  time  through  a  better  evaluation  and  feed¬ 
back  capability  and  through  the  application  of  more  diverse  scenarios. 

An  improved  level  of  training  will  also  benefit  the  effectiveness  of  live  training  since  individuals  and  teams, 
trained  in  simulated  environments,  will  start  with  an  increased  skill  level.  Considerable  associated  side  bene¬ 
fits  are  the  reduced  impact  on  the  environment  and  the  increased  effectiveness  of  deploying  costly  resources. 
Live  exercises  will  actually  become  more  cost-effective  because  richer  scenario’s  containing  more  elements 
of  the  environment  can  be  addressed  in  terms  of  personnel,  artificial  and  natural  components. 

The  availability  of  an  automated  instruction  and  training  environment  that  includes  effective  models  of  the 
trainee(s),  the  instructor  and  the  elements  of  the  real  world  that  they  interact  with  will  allow  continuous 
training  to  take  place.  It  would  provide  every  individual  and  team  performing  a  military  task  to  benefit  from 
a  virtual  instructor  that  is  continuously  monitoring  performance  and  that  can  provide  a  just-in-time  rehearsal 
capability. 

An  effective  instructional  environment  with  consistent  performance  measurement  could  contribute  to  the 
selection  and  retention  of  suitable  military  personnel.  Indeed  explicit  models  of  human  behaviour  for  specific 
functions  constitute  a  consistent  reference  for  the  selection  of  personnel  that  are  capable  of  matching  the 
model’s  characteristics.  As  discussed  in  para  3.2.1,  developing  good  models  of  human  behaviour  is  critical  in 
achieving  this  objective  and  may  be  of  considerable  benefit  to  many  NATO  nation’s  armed  forces  where  this 
problem  is  widely  encountered.  It  may  also  contribute  to  the  retention  of  personnel  by  providing  a  more 
varied  and  challenging  training  environment. 


3.2  Exercises 

Exercises  are  aimed  at  maintaining  and  applying  acquired  skills.  They  also  serve  to  generalise  knowledge 
and  increase  the  ability  of  individuals  and  teams  to  select  and  apply  suitable  knowledge.  Exercises  are  key  to 
the  development  of  knowledge  concerning  the  application  of  skills,  also  referred  to  as  meta-knowledge.  They 
typically  require  substantial  interaction  with  other  teams  and  the  deployment  of  large  numbers  of  personnel 
acting  as  exercise  facilitators  in  the  form  of  directing  and  response  cell  staff.  In  exercises,  the  emphasis  shifts 
from  instruction  and  training  to  a  form  of  peer-level  coaching.  The  availability  of  automated  representations 
of  the  behaviour  of  the  individuals  and  teams  that  the  exercising  personnel  interact  with,  will  allow  exercise 
settings  to  be  composed  in  a  more  flexible,  modular  manner.  It  will  also  allow  the  environment  to  behave 
overall  in  a  more  consistent  manner  by  removing  biases  due  to  level  of  training  and  experience  of  augmenta¬ 
tion  personnel.  Given  that  the  representations  have  been  developed  for  interoperability  and  scalability, 
variable  levels  of  granularity  could  be  mixed  to  provide  the  appropriate  level  of  information  during  the  exer- 
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cises.  This  is  a  critical  aspect  in  providing  effective  interfaces  between  the  exercising  environment  and  the 
C3I  systems  used  by  the  exercising  staffs. 

The  consistent  behaviour  of  automated  representations  and  their  ability  to  record  actions  and  information 
flow  will  improve  the  ability  to  provide  feedback  resulting  in  an  improved  capability  for  after-action  review. 

Finally,  automated  representations  of  human  behaviour  will  result  in  a  reduction  in  staffing  levels  for  re¬ 
sponse  cell,  other  forces  and  directing  staff  functions.  It  will  also  allow  the  environment  to  be  used  for  other 
puiposes  e.g.  acquisition  and  decision  support.  It  must  also  be  mentioned  that  a  simulated  environment  con¬ 
taining  these  representations  of  human  behaviour  will  enable  the  exercising  of  situations  that  cannot  be  cre¬ 
ated  in  a  live  exercising  environment. 

FIBR  is  a  critical  enabling  component  for  many  NATO  activities.  In  fact,  the  lack  of  adequate  FIBR  has  been 
described  as  a  serious  limiting  factor  for  many  of  the  types  of  simulation  studies  that  NATO  wants  to  con¬ 
duct  (NATO  M&S  Master  Plan  reference  goes  here).  NATO  requirements  are  changing.  NATO  is  being 
asked  to  conduct  many  new  and  challenging  operations.  These  new  changing  missions  and  threats  require 
advanced  modelling  capabilities  in  several  areas: 

•  NATO  needs  better  models  of  individuals.  Such  models  are  needed  to  improve  the  quality  of 
instruction,  training,  and  exercises,  ensuring  that  all  trainees  receive  the  highest  quality 
instruction  at  a  minimum  cost. 

•  NATO  needs  better  models  of  organisations  and  organisational  behaviour.  Such  models  are 
needed  to  investigate  alternative  command  and  control  structures  that  would  better  support 
CRO  missions  such  as  peace  keeping  and  humanitarian  relief.  Further,  such  models  would 
support  studies  on  information  warfare  and  operations. 

•  NATO  needs  new  classes  of  models  to  analyse  geopolitical  change.  Such  models  are  needed  to 
analyse  future  NATO  force  and  mission  requirements. 

Advanced  FIBR  models  are  needed  of  individual  and  organisations  at  multiple  levels  of  resolution,  or  fidel¬ 
ity.  Fligh  fidelity  models  are  needed  for  team  training  and  information  warfare  analysis,  for  example.  Lower 
fidelity  models  arc  needed  for  system  acquisition  analysis,  for  example.  The  need  for  models  will  most 
likely  exceed  NATO  countries  capability  to  build  models.  The  challenge  is  to  define  a  research  program  that 
maximises  the  return  on  investment  so  that  the  maximum  number  of  needs  can  be  addressed. 

The  return  on  investment  from  investing  in  FIBR  research  is  likely  to  be  quite  significant.  FIBR  research  is 
already  generating  new  types  of  applications,  spin-offs,  to  include  the  automation  of  tasks  normally  executed 
by  human  controllers  in  response  cells  (in  command  post  exercises)  and  the  development  of  intelligent  inter¬ 
faces  that  enhance  situational  awareness  by  continuously  monitoring  and  fusing  information  from  C2  sys¬ 
tems. 
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The  Logical  or  Functional  Perspective.  This  view  focuses  on  the  logical  or  functional 
interrelationship  of  the  CAX  System  Components  and  constitutes  the  Functional 
Architecture  of  the  CAX  System.  The  Functional  CAX  Architecture  described  in  1  is 
derived  from  military  operational  needs  and  it  is  not  constrained  by  any  system  topology 
or  other  CAX  System  Implementation  considerations. 

The  CAX  System  Topology.  This  view  defines  and  evaluates  available  options  for 
providing  the  CAX  functionality.  As  the  first  step  in  this  process,  six  options  are  identified, 
each  with  a  different  degree  of  integration  of  CAX  with  CCIS  and  with  a  different  degree 
of  distribution  of  the  CAX  functionality  itself.  The  second  step  is  then  to  compare  the  CAX 
Architectural  Options  and  come  up  with  advantages  and  disadvantages  of  each  of  them. 
This  analysis,  provided  in  Section  2,  is  based  on  the  Functional  Architecture  as  well  as  on 
a  set  of  assessment  criteria  such  as  User  Satisfaction,  Implementation/Operation  & 
Maintenance  Cost,  Security,  Technological  Trends  and  Flexibility. 
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The  CAX  System  Physical  Architecture  describes  hardware  and  software  components 
and  their  interrelationships  for  the  CAX  system.  In  future  CCIS,  as  in  other  modern 
information  systems,  this  physical  architecture  will  not  play  the  role  it  is  playing  today. 
New  technologies  available  to  implement  functions  on  distributed  systems  and  global 
data  links  will  make  it  possible  to  concentrate  on  the  functional  and  topological  design  of 
the  systems.  Even  changes  from  one  physical  architecture  to  another  regarding  the 
distribution  of  functions  in  a  network  will  be  no  major  problem  and  will  give  the 
opportunity  to  decide  on  topological  architectures  as  described  in  chapter  2  in 
accordance  with  the  exercise  requirements.  Chapter  3  introduces  the  discussion  on 
possible  implementation  options  for  the  different  topological  CAX  architectures. 
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•  NATO’s  first  mission  is  still 
Article  5  Operations 

•  Crisis  Response  Operations 
(CRO) 

■  Potential  crisis  regions,  their 
security  impact  on  Alliance  nations 
and  routes  to  these  nations 

•  Peace  Support  Operations  (PSO) 

•  Other  Security  Interests  (OSI) 
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ORGANIZATION 


Human  Behaviour  Representation  Applications 


Notes  for  Slide  3 


OSI:  Potential  threats  to  Alliance  vital  interests  can  result  from  a  number  of  causes.  Such 
risks  are  not  geographically  limited  to  areas  in  the  areas  contiguous  and  peripheral  to 
NATO  territory.  These  include: 

(1 )  Military  significant  violation  of  arms  control  treaty  obligations,  including  non¬ 
proliferation  agreements. 

(2)  Threat  to  use  military  force,  including  coercion. 

(3)  Acts  of  terrorism  or  sabotage  affecting  Alliance  territory. 

(4)  Disruption  of  economic  lifelines,  lines  of  communication,  public  service 
infrastructure  by  blockade,  sabotage  or  other  use  of  force. 

(5)  Border  violations  and  incursions  as  well  as  hostile  violations  of  Alliance  territorial 
waters  and  airspace. 

(6)  Missile  or  aircraft  attack  against  Alliance  members. 

(7)  Spill  over  of  conflict  from  beyond  NATO’s  Area  of  Responsibility  (AOR). 

(8)  Armed  attack  against  forces,  vessels  or  aircraft  of  any  NATO  member  in  NATO’s 
AOR  or  beyond  NATO’s  AOR  during  PSO. 
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Human  Behaviour  Representation  Applications 


Military  Applications 


Instruction,  Training, 
Exercise 


Defence  Planning 


—A  World-Wide  Audience— 


•  Acquisition 


SBA  OPERATIONS  CONCEPT 
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Human  Behaviour  Representation  Applications 


Requirements 

•  Technical 

•  Organizational 

•  Operational 
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Human  Behaviour  Representation  Applications 


ORGANIZATION 

Technical  Requirements 

•  Evolutionary  Systems  Development 

•  Composability  (Component  Based  Systems) 

•  Interoperability  (Is  HLA  the  answer  to  all  questions?) 

•  Scalability  (Adjustment  to  Force  Levels) 

•  Integration  with  CCIS 

•  Federated  Databases  (ATCCIS  and  follow-on  systems) 

•  VV&A 
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Human  Behaviour  Representation  Applications 


Organizational  Requirements 

•  Data  and  Information  Exchange 

■  Research  and  Developer  Community 

■  User  Community 
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Human  Behaviour  Representation  Applications 


ORGANIZATION 

Data  and  Information  Exchange 

•  Preplanned  and  Structured  Data  Collection  and 
Analysis  Always  a  Mission  Goal 

•  No  Restricted  Systems, 

Publication  of  Methods  and  Algorithms 

•  Public  Databases  As  a  Basis  for  Published  Results 

•  National  Restricted  Databases  As  Supplement 
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ORGANIZATION 

Organizational  Requirements 

•  Data  and  Information  Exchange 

-  Research  and  Developer  Community 
■  User  Community 

•  Development  Strategy  and  Standards 

•  M&S  Components  Repository 

•  Shared  Scenario  Databases 
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ORGANIZATION 

Operational  Requirements 

•  Application  Independent  and 
Application  Dependent 

-  Instruction,  Training,  Exercise 

-  Support  to  Operations,  Operational  Planning 

-  Defence  Planning 

-  Simulation  Based  Acquisition 

•  Main  Question: 

Simulation  Layout  Regarding  Human  Players  and 
Computer  Simulation  and  Their  Interaction 
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ORGANIZATION 

Application  Independent  (High  Level) 

•  Representation  of  the  Real  World  (Fidelity  and 
Level  of  Detail  Depends  on  Application) 

-  Conceptual  Model  (Task  Analysis,  ...) 

-  Analysis  of  Empirical  Data  (Including  Lessons  Learned) 

-  Measures  of  Effectiveness,  ... 
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Human  Behaviour  Representation  Applications 


Representation  of  the  Real  World  for  CRO 

Multi-sided  Models 
Situational  Awareness 
Urban  and  Guerilla  Warfare 
Information  Operations 
Small  Scale  Contingencies 
Humanitarian  Relief 
Organizations 

Civilian-Military  Cooperation 
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Human  Behaviour  Representation  Applications 


Instruction,  Training,  Exercise 

•  Automated  Instruction  and  Training  Environment 


•  Effective  Models  of  the  Trainee(s), 

■  The  Instructor  and 

■  The  Elements  of  the  Real  World  That  They  Interact  With 
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Human  Behaviour  Representation  Applications 


Instruction,  Training,  Exercise  -  Benefits 

•  Environment  Behaves  Overall  in  a  More  Consistent  Manner 

•  Exercise  Settings  to  Be  Composed  in  a  More  Flexible, 
Modular  Manner 

•  Interoperability  and  Scalability  Will  Allow  Variable  Levels  of 
Granularity  to  Provide  the  Appropriate  Level  of  Information 

•  Reduction  in  Staffing  Levels  for  Response  Cells,  Other 
Forces  and  Directing  Staff  Functions 

•  Improved  Capability  for  After-action  Review  Through 
Consistent  Behaviour  of  Automated  Representations  and 
Their  Ability  to  Record  Actions  and  Information  Flow 
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Human  Behaviour  Representation  Applications 


ORGANIZATION 

Defence  Planning 

•  Forecast  Possible  Security  Environments 

•  Political-Military  Decision  Making 

•  Joint  Operations 

•  Evaluating  New  Missions 

•  Military  Expertise 

•  No  Accepted  Validation  Methods 
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Human  Behaviour  Representation  Applications 


Support  to  Operations  - 
Applications  of  HBR 

•  Deployment  Planning 

(Force  Generation,  Movement  and  Deployment) 

•  Sustainment  and  Logistics  Planning  (Forces  and  Supplies) 

•  Contingency  Planning 

(Development  and  Assessment  of  OPLANs) 

•  Rehearsal  (“Dry-run”  of  Specific  Mission) 

•  Situation  Assessment  (Assessment  of  Threat,  Own  Forces, 
Environment,  Etc) 

•  Current  Operations  (Real-time  Monitoring  and  Re-planning) 
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Human  Behaviour  Representation  Applications 


ORGANIZATION 

Acquisition 

•  Great  Need  in  the  Design  of  Future  Systems 
to  Increase  Mission  Capability 
While  Reducing  Manpower  Requirements  and 
Overall  Cost 


•  Challenge  Is  to  Concurrently  Design  New 

Organisations,  Equipment,  and  Human  Tasks  in  a 
Radically  Different  Context 
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ORGANIZATION 

Acquisition  (LTSS  WG  -  “Our  2  Cents 
Worth”) 

•  To  Enable  SBA,  We  Need  to  Change 
Organizational  Behavior 

•  To  Implement  This  Change,  We  Need  to 
Understand  Organizational  Behavior 

•  We  Need  “Tools”  for  Analyzing  and  Representing 
Organizational  Behavior 
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